Introduction
Vehicular Ad-hoc NETworks (VANETs) are a particular case of MANETs in which nodes are vehicles that move following specific patterns (i.e. roads). Important applications of VANETS are: Transportation-related applications and Convenience and Personalized applications including Internet access, hot-spots access, gaming, sharing files or P2P services.
In this paper we focus on delay-tolerant applications, in which cars download information from Access Points (APs) placed on the road.
VANETs are networks characterized by intermittent connectivity and rapid changes in their topology. In the scenario considered, vehicles accessing an AP have few seconds to download information in an environment with high losses. Measurements of UDP and TCP transmissions of vehicles in a highway passing in front of an AP moving at different speeds report losses on the order of 50-60% depending on the nominal sending rate and vehicle speed; see [1] .
In this harsh environment, innovative communication techniques are needed. We believe that cooperative techniques can be beneficial in order to improve the performance of this type of networks and 1 This work has been supported by Spanish Ministry of Science and Technology under grant TSI2007-66869-C02-01 and by the NoE EuroFGI of the VI FP of the UE under VNET-3 project.
applications. The main objective of this paper is to test this hypothesis.
The main contributions of our work are the following: (i) We propose a variation of the Cooperative ARQ (C-ARQ) scheme to be used in vehicular networks where cars download delay-tolerant information from APs on the road, suffering an intermittent connectivity. Cooperation among cars is established in the dark areas, where connectivity with the APs is lost. (ii) To evaluate the proposal, we have built an experimental prototype based on IEEE 802.11 technology, which runs in a real urban environment. The main outcome of our research is that the proposed protocol can effectively reduce the packet losses of transmissions from access points to cars in a platoon. We have demonstrated, with a prototype that uses a very simple implementation of the mechanism, that an almost optimal performance can be achieved in the sense that, given the packet receptions on each car in the platoon, each car is able to recover all the packets it has lost from the access point from the other cars provided that they have them. The experimental results give promising improvements to take into account for future research on the field.
Related work
A performance study in term of losses when vehicles enter the coverage of an access point in a highway and exchange UDP and TCP packets is presented in [1] .
Most of the work related to opportunistic vehicular networks deal with opportunistic forwarding strategies, in which nodes schedule the forwarding of packets according to opportunities; see [2] , [3] , [4] . This scheduling may be based on: historical path likelihoods, [2] , packet replication, [3] , or on the expected packet forwarding delay, [4] . These proposals take as a point of reference epidemic routing [6] . Their main objective is to optimize contact opportunities to forward packets in intermittent scenarios, but they do not consider how to optimize the transference of such information given that you have contacted another node. Our work follows the Infostation model, in which nodes transport data, and deliver their information during contact times; see [5] . In our case hot-spots distributed along roads act as Infostations, while gaps between Infostations are used to interchange packets with other nodes.
Cooperative ARQs are schemes which increase link reliability in data link protocols through the use of node cooperation; see [9] , [10] , [11] , [12] . In [10] authors describe a scheme for improving loss resilience with diversity, focusing on wireless local area networks (WLANs). In [9] , authors propose a twophase communication using a relay node. In [11] authors present a generalization of Hybrid-ARQ where retransmitted packets do not need to come from the original source radio but could instead be sent by relays that overhear the transmission. The job reported in [12] presents a novel frame exchange mechanism between a node and its cooperators for C-ARQ/FC (Cooperative ARQ with Frame Combining).
A Cooperative ARQ for Delay-Tolerant Vehicular Networks
In this section we introduce a novel Cooperative ARQ scheme that allows nodes of an 802.11-based delay-tolerant vehicular network to work cooperatively in order to increase the delivery rate of all of them in packets received from a fixed AP.
Consider Figure 1 in which vehicles want to download information from the Internet through APs distributed along a road. Due to the harsh conditions produced in VANETs, the losses produced in such environment are high. Reference [1] reports experiments on a highway in which vehicles passing in front of an AP moving at different speeds have losses on the order of 50-60% depending on the nominal sending rate and vehicle speed. We propose a scheme to decrease this high level of packet losses which uses the so-called Cooperative ARQ protocol. The scheme operates into three phases, see Figure 1: 
Association phase
Suitable mechanisms for detecting in-range AP, association and authentication of vehicles reaching a given AP must be provided. Those mechanisms can have a major importance on the overall performance, but are not specific of the use or not of cooperation, and thus we leave them out of the scope of this paper. It can be assumed, for example, that vehicles are equipped with WAVE (Wireless Access in Vehicular Environments) IEEE 802.11p cards. WAVE architecture provides mechanisms to access WAVE Base Stations (APs) in vehicular networks.
On the current implementation of the prototype used for the testbed we use 802.11 technology, we have not considered security issues and the association with the AP has been made very simple: the AP is continually transmitting numbered packets addressed to each car in the experiment and a vehicular node is considered associated with the AP in the moment it receives a packet from the AP (it enters into the coverage area).
Reception phase
Nodes are operating in this phase while they are on the coverage area of the AP. During this phase, nodes will request the information blocks to be downloaded and the AP will transmit them to the vehicular nodes.
In our prototype, the exact request mechanism is not implemented, and this phase starts with the reception of the first packet from the AP and finishes when no packets have been received for a given time period.
While in this phase, vehicular nodes receive data from the AP. Each car receives its data but also buffers the packets addressed to other cars in the platoon that consider it as cooperator. The cooperation relationship is established through the exchange of HELLO messages broadcasted periodically by the vehicular nodes. The first function of a HELLO message sent by a node x is to allow other nodes to know about the presence of x. Other vehicular node y in the platoon will add x to its list of cooperators (if x is not already a cooperator of y) when receiving this HELLO message. The second function of a HELLO message sent by a node x is to notify other nodes about the fact that they have to act as cooperators of x. For this second function, each HELLO message contains the list of cooperators of the sending node. In our example, the next HELLO message sent by y will contain x in the list of cooperators. In this way, x will be aware of the fact that y considers it as cooperator and will act accordingly (buffering packets addressed to y for a later possible cooperation). The list of cooperators contained in the HELLO messages also indicates the order in which cooperators should act in the Cooperative-ARQ phase: this is to avoid collisions; when a node requests a packet to its cooperators, each cooperator will wait a fixed back-off depending on this assigned order, before sending the packet. Note that we do not focus on the cooperators selection algorithm, so this is left out of the scope of this document. In our work, only one hop neighboring nodes can be selected as cooperators, although other schemes can be envisioned.
In the considered scenario, data flow is always from the AP to the vehicular nodes, and no retransmissions are used. We avoid retransmissions at the hope that other cars in the platoon (i.e. cooperators) will receive packets incorrectly received by the destination and will help it in the Cooperative-ARQ phase, without the need of wasting the useful time in coverage with the AP in retransmissions. In this way the channel can be used by the AP to transmit as much new data addressed to the cars as possible, thus reducing the downloading time and increasing the effective data rate. Of course, a retransmission scheme (possibly adaptive with respect to the number of cooperators) would be needed in a real system, but the study of that is left for future work.
Cooperative-ARQ phase
When the cars leave the AP range, they enter into the Cooperative-ARQ phase. In our prototype this phase starts when the timeout from the last received packet from the AP expires (5 seconds in the current implementation). At this point, every node checks which packets it has failed to receive correctly from the AP and starts to request them to other vehicular nodes (i.e. to its cooperators), in an attempt to recover all packets from the first to the last received from the AP. The process is the following: (i) A node x broadcasts a REQUEST packet for each packet that is has failed to receive from the AP. (ii) When receiving this REQUEST, each cooperator of x will check if it has the requested packet buffered (it has received the packet correctly from the AP in the previous phase). (iii) If it has the packet, it will wait a fixed time depending on the order of cooperation assigned by x through the HELLO messages as explained on previous subsection, and will send the packet to x (unless other cooperator sends it before). This process will be repeated for each missing packet. When the final of the list of missing packets is reached, the vehicular node will start again from the beginning of the actualized (shorter) list of missing packets. A node stops to issue requests of missing packets when it has recovered all of them or when it enters in range of a new AP, meaning that it comes into reception mode (Reception phase of the protocol operation), and the whole cycle starts again.
Note that the operation in this phase can be optimized in many aspects. For example, one optimization that arises directly is to include in the REQUEST messages all the missing packets, instead of sending a REQUEST for each one. In this way, although it could have some similarities, the cooperation would not behave as epidemic routing (see [6] ) in which nodes carry and forward packets for other nodes. Cooperative-ARQ objective is to improve performance given that the neighborhood of a node has received packets directed to that node.
Experimental setting
A performance evaluation of the proposed mechanism has been performed using a real implementation. The tests were performed in the urban scenario depicted in Figure 2 . The AP was located in the position marked as AP in Figure 2 and consisted in a desktop PC equipped with a Proxim external PCI wireless antenna located in an office in the first floor of the building. The antenna was located on the window of this office.
Figure 2. Map of the testbed
On the other hand, three mobile vehicular nodes were used, consisting of three laptops (Toshiba Satellite Pro A120 model) equipped with Cisco Aironet AIR-CB21AG-E-K9 802.11a/b/g PCMCIA wireless adapters, each of them transported by a car. The three cars followed the path marked with the white arrows in Figure 2 all together at an average speed of about 20 Km/h. for a total number of 30 rounds. We have named them as Car 1 (the first), Car 2 (the car in the middle) and Car 3 (the last).
The implementation of the mechanism was done using Click Modular Router [7] and all the cards were controlled by a MadWiFi [8] driver in monitor mode and with retransmissions disabled. All transmissions (i.e. AP to Car, Car to Car) were performed using 802.11g at 1Mbps.
The AP transmitted three different data flows addressed to each car on the experiment consisting of 5 ICMP Echo Request messages per second with an ICMP payload of 1000 bytes, each one. During the experiments we captured all the received traffic on each laptop for its analysis and post-processing to obtain the results exposed in next section.
We have performed the tests on an urban scenario for its easiness of deployment in contrast to a highway scenario. Of course, losses will be lesser than the reported in [1] because of the speed of vehicular nodes and the lower data rate we employ for the tests. However, this simple scenario allows us to show how cooperative techniques and more precisely, Cooperative ARQ can help on the improvement of these kinds of networks.
Experimental results
Firstly, we present in Table 1 the average values on packet losses obtained along the 30 rounds performed on the experiment. Together with the mean absolute values, we show the percentages of losses without and with the cooperative ARQ mechanism. As can be seen in Table 1 , all three cars present an improvement on the reliability on the link between the AP and themselves. Especially striking is the case of car 1, where a reduction of more than 50% in the number of lost packets is achieved. It seems strange that the poorer results are obtained for car 2. This fact, however, can be explained, as we will see, by the environment and by the different behavior of the three cars along the experiment (distances between them, etc.). In other tests, not shown here, car 2 normally achieved the best performance. This is a normal result as car 2 is the car located in the middle of the platoon and can benefit from the cooperation coming from car 1 on the first range of packets it should have received from the access point while entering the coverage area and from the cooperation of car 3 on the last packets that it should have received while leaving the coverage area.
Now that we have seen the mean values obtained on the experiment, let us focus into the details to explain them and study the probabilities of reception of packets on the different cars. In Figure 3 the probability of reception for the three different cars of packets addressed to car 1 is shown. Three different packet reception regions can be defined: Region I corresponds to car 1 being at the beginning of the AP coverage area while cars 2 and 3 are just entering it. Region II corresponds to the car 2 and/or car 3 on the coverage area together with car 1. In Region III, car 1 is leaving the coverage area while car 2 and/or 3 are still there. Figure 3 depicts how, when car 1 is entering the coverage area (Region I), its probability of reception is much better of that in car 2 and even better compared with that in car 3, which implies that car 1 will receive little cooperation from 2 and 3 for this range of packets. When car 1 starts to leave the coverage area (Region III), however, we can see how both car 2 and car 3 have higher reception probability, suggesting that car 1 will benefit from cooperation for this range of packets. It is also important to note that, while on Region I of the figure, car 2 and car 3 perform quite different, on Region III their probabilities of reception are almost the same. We argue that this is because of the behavior of the different drivers. The fact is that the driver in car 2 was the least experienced, thus meaning that at corner marked as C on Figure 2 , car 3 became very close to car 2 in almost all rounds, making their reception conditions on the street before the corner (after turning to the right on corner C) quite similar. Figure 4 presents the same results but for car 2. We can observe on Region I of Figure 3 (first packets) that, as expected, car 1 has better reception conditions, so car 2 will benefit from cooperation coming from car 1. For the last packets (Region III of the figure) a better reception probability on car 3 was expected. However, due to the pattern on the cars' movement explained before, this is not the case and the reception condition for car 2 and 3 are almost the same. On Figure 5 we can observe how, when car 3 is entering into the coverage area (Region I), both cars 1 and 2 experience better packet reception probabilities, making them good cooperators. When car 3 is leaving the coverage area (Region III), however, car 1 has very worst reception conditions as it is almost out of the coverage area. In them the probability of correct reception using C-ARQ (i.e. after cooperation) is compared with the joint probability of reception of the different packets in car 1, 2 or 3 in order to establish if the C-ARQ mechanism implemented and tested works properly and the effectiveness of it. In all the figures, the two curves are almost coincident indicating that the protocol works almost optimally in the sense that the destination car is able to recover all the packets that have been received in any of the cars in the platoon. Let us focus now on Figure 6 and analyze it in conjunction with Figure 3 . As can be seen, the curve in Figure 6 for Region I has the same shape of the Rx in car 1 curve in Region I in Figure 3 . This is because in this case all received packets were received directly by car 1. In Region II, car 1 experiences very good reception conditions, so it will not need cooperation for this range of packets. For packets between 60 and 100 (Region III), however, it can be seen on Figure 3 how the probability of reception in car 1 decreases greatly (it is leaving the coverage area). But, thanks to C-ARQ, it is able to recover most of the packets helped by car 2 and 3: note that the shape of Region III of Figure 6 is almost coincident with the Rx in car 2 and Rx in car 3 curves in Region III of Figure 3 . Here is the key idea behind the mechanism: it exploits the diversity that can be achieved thanks to the different cars on a platoon and performs as well as a virtual car which uses the better reception conditions of all of them. A similar analysis can be done for Figure 7 and using Figure 4 for comparison purposes. We can see how the reception in car 2 after the cooperation phase in Figure 7 for Region I performs more or less like car 1 in Figure 4 , which means that car 2 has benefit greatly from cooperation coming from car 1. On Figure 8 it can be seen how car 3 benefits from cooperation for the first 30 packets range. For the last packets, little cooperation can be used, as long as car 3 is the last car in leaving the coverage area. 
Conclusions and further work
This paper has presented a novel mechanism to be used in delay-tolerant vehicular networks based on a Cooperative ARQ protocol. An important issue on these kinds of networks is that vehicles accessing an AP have few seconds to download in a harsh environment with high level of losses. The main objective of the proposed scheme is to reduce these packet losses.
We have studied through a real implementation and a testbed in an urban scenario how the proposed mechanism can effectively reduce the packet losses.
Many questions are left for future work and remain as open issues. For example, an algorithm for selecting the optimal cooperators has not been addressed. Retransmissions schemes for these kinds of systems need also to be studied. Moreover, we have indicated how the way in which vehicular nodes request the lost packets to their cooperators can be optimized but the behavior of this approach needs to be studied. Even more important is to study how the presented loss reduction can reduce the number of APs that a vehicular node needs to visit to download a file or how it can allow to increment the bit rate used by the APs.
